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Pakalbékime apie jsilauzélius, vandens
potvynius ir gaisrus serverinese ir
duomeny centruose, kaip apsisaugoti,
atsargines kopijas ir geriausig verslo
testinumo plang



Hackeriai. Duomeny nutéjimas

Lietuvos atvejai

Plastinés chirurgijos klinikos

CityBee

Elektroninés parduotuves, bankai (EMI, Revolut)
Narystes svetaines

Skelbimai

Uzsienio reikaly ministerijos ir ambasady darbuotojy susirasinéjimo
duomenys



Hackeriai. Duomeny Sifravimas

Lietuvos atvejai
Medicinos jstaigos
Medicinos elektroniné parduotuveé

Metalo gamybos jmoné

Medicinos preparaty gamybos verslas Latvijoje



Duomeny centrai. Uzpylimas vandeniu

* Vandens potvynio atvejis Nacionaliniame registry centre Vilniuje. 2020
* Registry centras: didzioji dalis liGties padariniy pasalinta

* Antradienio rytg didzZioji dauguma Registry centro tvarkomy registry ir informaciniy sistemy vél pradéjo veikti po pirmadienio vakaro litties
padariniy. Taciau kai kurie pazeidimai vis dar Salinami, siekiant kuo greiciau atnaujinti e. sveikatos sistemos ir kity registry darba.

* Pirmadienio vakarg sostine uzklupusios stiprios lilties metu j Registry centro patalpas V. Kudirkos gatvéje prasiskverbé vanduo. Dél to sutriko ten
esanciy serveriy darbas ir laikinai nebuvo galima naudotis jmonés tvarkomais registrais ir informacinémis sistemomis.

* Registry centro komanda visg naktj dirbo Salindama liaties padarinius ir sugebéjo atkurti daugumos registry ir informaciniy sistemy veikimg. Dabar
veikia Gyventojy registras, Nekilnojamojo turto registras, Adresy registras ir elektroniniy aukciony portalas.

* Taciau Elektroninés sveikatos paslaugy ir bendradarbiavimo infrastruktiros informacinés sistemos (ESPBI IS, arba e. sveikata) atklrimas uztruko
ilgiau nei planuota, sutrikimy uzfiksuota Hipotekos registre ir Turto aresto akty registre, o klientai laikinai negali naudotis Registry centro savitarna.

* Paslaugos ir duomenys atkurti tik per 30 dieny.



Duomeny centrai.Vanduo ir potvyniai
Rizikos valdymas
“a'hi

 Duomeny centrai turi buti statomi 2

aukste ir aukstesniuose aukstuose DC AT

||

pastatuose néra komunaliniy
vamzdyny. Gesinimas tik dujomis

e AuSinimo vandeniu problemos




Duomenuy central. Ugnis

* Nepasitikekite duomeny saugyklomis ir pakopy politika, patikrinkite
save du kartus

e Gaisras "OVHcloud" duomeny centre Strasbure, Prancuzijoje



Service "Risques technologiques et particuliers” - Bureau RETEX

SISO Feu de " Data center " - " OVH - Cloud "

du BAS-RHIN



OVHcloud datacenter 'lacked' automatic fire
extinguishers, electrical cutoff

Firefighters' report: Wooden ceiling rated to resist blaze for an hour

A Thomas Claburn Tue 22 Mar 2022 19:16 UTC

The OVHcloud datacenter in Strasbourg, France, that was destroyed in a fire last year
had no automatic fire extinguisher system nor an electrical cutoff mechanism, according
to a report from the Bas-Rhin fire service.

The incident report was obtained and published by Journal du Net (JDN), a French-
language IT site. It describes several issues that contributed to the destructiveness of the
blaze, including the presence of toxic fumes from lead batteries, a wooden ceiling rated
to resist fire for only an hour, and two inner courtyards that acted as "fire chimneys."

The fire occurred at 0046 on March 10, 2021 and destroyed SBG2, a five-story
datacenter occupying 500mz2. Servers in adjacent buildings SBG1 were also damaged in
the incident while SBG3 and SBG4 remained operational.

"We have a major incident on SBG2," said OVH founder and chairman Octave Klaba via
Twitter at the time. "The fire declared in the building. Firefighters were immediately on the
scene but could not control the fire in SBG2. The whole site has been isolated which
impacts all services in SGB1-4. We recommend to activate your Disaster Recovery
Plan."

OVHcloud operates 15 datacenters in Europe, with four in Strasbourg and a fifth being
built.



The Bas-Rhin report describes an electrical inverter fire that began on the first floor of the
five-floor SBG2 structure. The cause of the fire has not been officially declared by
OVHcloud and the company did not immediately respond to a request for comment.

MORE CONTEXT
Talk about a Blue Monday: OVH outlines recovery plan as French data centres smoulder

OVH rises to Europe data sovereignty challenge (and AWS)_with tape-as-a-service

OVH drops IPO target against figure mooted a month ago

OVHcloud to share its OpenStack automation for use in on-prem clouds

JDN describes how arriving firefighters were met with "electric arcs of more than one
meter around the exterior door of the energy room" where the fire is believed to have
originated. The report, as algorithmically translated says, "The technicians of ES
(Electricité de Strasbourg) met difficulties in cutting off the electricity in the room." ES
personnel arrived on-scene about 0120 and didn't manage to cut the power until about
0329.

The report describes the firefighter group leader stating that the temperature in the
ground floor room measured 400 degrees Celsius using a thermal camera.

Over 140 customers have filed a class action lawsuit against the company seeking
damages for losses arising from the fire. According to the law firm handling the
complaint, Ziegler & Associates, numerous French government websites were affected
by the fire, including data.gouv.fr, the National Education website, the Center Pompidou
website and Meteosky. The law firm claims many customers lost their data as a result of
the fire and did not understand the need to pay for additional backups. ®




Reputacine krize

* Vieno ;angelio principu dirbantis j rysSius su visuomene skyrius

* RySiy su visuomene planas kibernetinio saugumo klausimais
reputacijai susigrazinti

* Bendravimas su bendruomene ir klientais



Atsarginés kopijos.Backups.Backups

e Atsarginés kopijos vietoje

* Atsarginés kopijos ne darbo vietoje

* Duomeny atsarginiy kopijy tikrinimas

* Duomeny atkuarimas is faktinés atsarginés kopijos patikrinimo

* Antriniai serveriai, jei duomeny atkurimas uztruks daugiau nei 48
valandas



Kibernetinio saugumo brandos vertinimas

* Kasmetinis nuolatinis kibernetinio saugumo brandos vertinimas

* Informacijos saugumo valdymo sistemuy sertifikavimas pagal ISO
27001

e Darbuotojy socialinés inzinerijos ir "Phishing" testai

* Kiekvieno darbuotojo mokymai internetu ir neprisijungus prie
interneto jdarbinimo metu, o véliau - athaujinimai ir testai

 Kibernetinio saugumo temos ménesiniuose naujienlaiskiuose
darbuotojams ir klientams



Klausimai ir atsakymai

* Klausimai, pagrjsti pateikta medziaga

e Jusy pasakojimai ir galimi jsilauzimo pasekmiy sprendimo budai
* Nestandartiniai jsilauzimy prevencijos budai

* Temos, kurias praleidome

* Kiti klausimai



